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tiat Is Samba Sorver And How To Setup Samba Server In Ubuntu Linux

p—— ey sollace.suite thak uns on Unix/Linus based platforms bt s able 1o
withy ws clicnts like a natj lication. So Samba s able T
W MMMMM'&&W

At the heart of this CIFS i< : : . .
hecs Ekes i i SMA) protocul, Samba does (i forming

|

L]

icativn and Authorization
= Name resolution
ice ann nent (browsine:

any different plntforms including Linux, | Unix, OpenVMS and operating sysiems
Ql];g. r than Windows and allows the user (o intemet with a Windows clicnt or server natively. [1 can
basically be dgﬂ‘gd as the Standard Windoavs intcroperability suite of programs for Linws and Unix,

How to setup Samba Scrver on Ubuntu?
Let’s 1ake 5 |ook at selling un a Samba Secver on Lbunty to share i les wiih Windows ciients. Note that
we will create two forms of Samba server, one setp won't req wire @ passwerd to share files yyith any

client on the network which is the anonymous share and another setup will requine setting up users and

peomissions,

1. [nstallation Of Sambn s
Binary packages of Samba are ingluded ina Imast anv Linu distribution. There are also some packaves
available at the Samba homepage. In_facL there are now several GU! Int=rfaces to Samba avaiiable io hizlp

with configuration and management, This tuorial will ser up Samba via the Linux terminal,

We install the samba package from the tefmjinal in Ubuntu with the following code -
sudo apt-get undate »

sudo apt-gel instali samba

i Tigure Fi rver - Anony) Sha

2. Create shared folder called “shared [older™
sudo mkdir -p /srv/samba/sharedfolder

. Allow anyone 1o sce orc filcs in folder.

sudo chown nobody:nogroup /srv/samba/sharedfolder/ =

¢. Edit configuration file to enable sharing. 3

Make a backup of the configurntion file before editing
udo cp /et conf.old

Open the conf filc and make: the following changes =
sudo vi /etc/samba/smb.conl
Add the following ot the end of the file o cnable shading> _

d prvic

3 izure File Sc - Secured Slre

2. Create shared folder called “sccured[older™,

y ™
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b. Create a new use up nan
sudo addgroup selected

&. Modify permission and ownership for the folder,
sudo chown root:selected /stv/samba/secured(foldee/

sudo chmod 770 /scv/sambalsecurcdfolded
d. Edit configuration file to allow sharing
MM c m:mme_cogﬂg ration file before editing,

ferc/samba/smb.canlold

Open the coaf file and make the follawing changes -
sudo vi /fete/sambalsmb,conf

Add the following at the end of the file to enable sharing -
[sharedfolder]

comment = secured shared folder

th= older
Valid users = @selected
guest ok=no
writable = yes
browsable = yes

e. Restart smbd service - :
sudo systemect! restart smbd.service minbd.sepvice

Qm;c &mba has restarted, use this command ta check your smb.conf for any syntax errors.

T rthe user-
bpasswd -a
h. existi 1 up Sselected™,
sudo usermod jane -G selecled
Concluz!on

owse [ ‘I.L [

JLr IIIWI . E { 2 . -
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byihe DHEp server,

DHCP assignment:

1. Lease Request: Client broadcasts request 1o py
and a destination address of 255,255,255.255. Tﬁ: :sg’::;tm adsource ress of 0000
is used to f?im the reply. des the MAC address which

2, 1P lease offer: DHCP server replies with an 1P address, subn
name of he domain, name servers, { Sunel mask, network :
B ers, durallon of the lease snd the |p address of the DHCP

3. Lease Selection: Client recleves offer and broadcasls {o al servars ;
given offer so that olher DHCP server need nol make a‘:'uz:xr%}rfcp P

4. The DHCP server then sends an ack to the client. The client is configured lo use TCPAP

5. Lease Renewal: When half of the lease time has expired. th
to the DHCP server. pired, the client willissue a new request

DHCP server installation:

Red Hat/CenlOS/Fedora: rpm —ivh dhcp-x.xxx.elx.£386.zpm

» Ubuntu/Debian 8: apt-get install dhcp3-server
( Later releases of Ubuntu (11.04) used the busybox release known as udhcpd and the
configuration is NOT shown here)

Starting DHCP server:

* Red Hat/CenlOS/Fedora: service dl‘lcp:i start y
{or fetc/rc.d/init.d/dhcpd stact for Red Hal, Fedora and CentOS Linux distribulions)

* Ubuniu/Debian: /etc/init.d/netvworking restart
Sample DHCP server config file:-(DHCRWA.0i1)

. l(’geed Hat/CentOS/Fedora: Ietcldhcpd.confnt sample)
e /usc/snare/doc/dhcp=3.X/dhcp.CORL.
{Potentiat Pitfal): Ils /etc/dhcpd .cont NOT /etc/dhcp.conf 4

* UbuntwDeblan: /etc/detault/dhcp3~server .

. - o o . y - % & . ' a.quif‘d m dhcp 3-0" :
i t}dns-update-style interim;

. / Red Hat B,

ignore Client-updates;

H

SUbnet 192,168,1.0 netmask 255.255.255-9 {
of 1P addresses

:
i
|
} ¢ Range

range 192,168.1.128 192.163.1.1543

.t° be issued to DHCP clients
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option sulmet-msk 255,255, ’ ' - '
be used by DHCP clients 235.255.0;  # Default subnet mask to

option broadcast-address 192.164.1.255; # Default

" broadcastaddress to be used by DHCP clients

’ option routers 192,.168.1.1 # eway

. used by DHCP clients ! i L e
option domain-name "your-domain.org";
option domain-name-servers 40.175.42.254, 40.175.42.253; 8

Pefault DNS to be used by DHCP clients

option netbios-neme-servers 192.168.1.100; #S
for MS/Mindows clients, H pecify a WINS server
tt (Optional. Specify if
used on your network) (Opti pecify 1

& DHCP requests are not forwarded. Applies when there is more than one
. ethernet device and forwarding is configured. '
# option ipforwarding off;
default-lease-time 2160@; - = # Amount of time in

I

seconds that a client my keep the IP address
max-lease-time 43200;

it Eastern Standard Time

option time-offset = -18000; -
# option ntp-servers . 192.168.1.1; _ # Dafault NTP server to
be used by DHCP clients _
[ option netbios-naua-servers o 192.168.1.1;

l -—- Selects point-to-point node (def-ault is bybrid) Don't change this unless you
understand Netbios very well

8 option netbios-node-type 2;

# We want the nameserver "ns2* to appear at a fixed address.
# Name server with this specified MAC address will recieve this 1P,

host ns2 (
next-server ns2.your-domdin.com;

hardware ethernet 00:02:¢37d0195183;
fixed-asddross 40,175,42.254;

y

# Laser printer obtains IP address via OHCP. This assures that the
# printer with this MAC address will get,this IP address every tice.

" . P
e bbm  mw " awin me = Ssp wmp AN 3 @
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TestrotngRaton ilsfocenats wiliihe.oloWing:corimadds/ ete/ xe. d/init . d/dhepd
configtes t.fi

(Oierdisinbuions miay,iise}i/usx/sbin/dhcpd -£)

Note: The MAC addresses far the static address name sever (ns2.your-domain.com), can be
obtained with either of the two commands:

BRI
’rS:sz-ri&-.e‘-‘

.'.:r e A -_-~,",i'-_,‘_-(;1_'."__ SRl

515 LA e : P Sl . G

e e JdaFS¥oreverspreferged.”

S e el A ronaveroprekerind 8
e

s s mn e = .

> - mas s s = . - = =

host laser-printer-lexl { :
hardware ethernet 8B:80:2b:4c:a3:82;

fixed-address 192.168.1,128;

o masdsa e . T ] e e .. - -u » - amn e s §

» J/sbin/ip addr show!
N R e PN BT M S
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» ddns-update-style:

o interim: allows your DHCP server to update a DNS server whenever it hands cul a
lease. Allows your DNS server to know which IP addresses are associated with
which computers in your network. Requires that your DNS server support DDNS
{Dynamic DNS).

o none: {o disable dynamic DNS updates or DNS Is not suppaorting DONS.
ad-hoc: been deprecaled and shouldn't be used

- Default options (Red Hat/CenlOSiFedora) are set in /etc/sysconfig/dhcpd -

LANs separated by routers: In order to have your DHCP broadcast pass through a router on the
the next network, one must configure the router o allow DHCP relay. {Cisca: ip-helper address,

Juniper: dhcp-zelay) The local lan subnet{ ) configuration must come before the configuration
dicectives of the remate LANS, -

Look for ervors in /var/log/messages
See dhcp-oplions man page below.

,‘L ST TS Ay ML T A O N Tl St L § 5
DAGP I ANPaGes: 25t et he  FR TR T T RIS

o Client: dhelient: DHCP client daemon (replaces dheped)
o dhellenteon: DHCP cllent configuration file (/etc/dhep/dhcpd. conf)
o dhcllentleases: DHCP client lease database (/vax/1ib/dhcpd/ dhepd. Leases)
o dhclient-script: DHCP client network configuration script
« Server: dhepd: Dynamic Host Configuration Prolocol Server daemon
o dhcpd.conf. dhepd configurallon file
o dhepd.leases: dhepd DHCP client lease database
o dhcp-oplions; dhcpd Dynamic Host Configuralion Pratocol options
» dhcrelay; bootp relay egent. One DHCP sewver to service mulliple network segments.
» omshell: OMAP| Command Shell - inleractive way to connect 10, query, and possibly change.
the IES DHCP Server's state via OMAPI One can make the changes while the server is
runn

DHCP RFC’s: RFC2131, RFG1541 (obsolete), RFC2132

Note: DHCP client will overwrite your /etc/resolv.cont (ile with new information recieved from
the DHCP server.
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o r-od“c[ion to the Network File System (NFS) on Linux

What s the Network File System (NFS)? -

" Network File System (NFS) is a way of mountin
An NFS server can export one or more directorles th
(nachine. Noto, that if you nced to mount a Linuy fit
sc Sam IFS instead.

aLt! Llnu:t discsldirectories over a n;.twmk.
- catm then be mounted on a remote Ling
ystem on a Windows machine, you nee; to

NESisaway of mounting Lintex discs/directorles over o network,,

Why use the Network File System (NFS)?

The main use of NFS in the home context, is to share out dat2 on a central
music collcction) to all the PCs in the house. This way,
backed up) accessible from a central ocation.

‘ server (-for example, your
you have a single copy of data (-hopefuily, well

Can [ use Samba (CIFS) [nstead?

The short answer is "Yes" -bul the consensus 0piﬁion is: -"on-!y usc Samba if you have to™! If you have 2
Linux server and a Linux client, those lwo should share d_a(a via NF_S rather than Samba/CIFS.

Samba was designed to let Windows machines talk to machines running ather types of 0/S - it
therefore like 2 translator. Having Samba connect lwo Linux machines is like two native english
speakers trying to communicate via 2 native spanish spcak?r-(-who hns.lo intemally convert english to
spanish and then spanish back to english), however entertaining that might sound!

. : i ithout
Ifa Linux box needs to talk to another Linux box, they can do so using their native protacols, wi

any additional overhead or conversion, using NFS - whicl is why it is much mare efficient (-and mare
reliable, in our experience) than Samba.

When to use NFS and when to use Samba

Here are some examples of when to usc Samba and when to vse NFS:
Lnox  |Linux  |NFS
Windows [Linux  |Samba

_L:_"}_"_f_ Windows |Samba
M‘W Windows | Samba
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To sum up: in a heterogencous network (-i.e. containing more than one 0/3), you'd use NFS to ounnect
the Linux members and Samba only when one O/S is talking 1o & different O/S.

Apache is the most widely used \web server software. Developed and maintained by Apache Software
Foundation, Apache is an open source soflware available for free. It runs on 67% of all webservers in
the world. It is fast, reliable, and sccure. It can be highly customized to meet the needs of many different
enviconments by using extensions and modules. Most WordPress hosting providers use A pache as their

web server software. However, WordPress can run on other web server software as well.
What is a Veb Server?

Wondering what the heck is 2 web server? Well a web server is like a restaurant host. When you arrive
in a restaurant, the host greets you, chccks your bookmg information and takes you to your table. Similar
to the restaurant host, the web server checks for the web page you have requested and fetehes it for your
vicwing pleasure. Hm_vever, A web server is not just your host but also your server. Once it has found
the web page you requested, it also serves you the web page. A web server like Apache, isalso the
Maitre D® of the restaurant. It handles your communications wigh the website (the kilchen), handles your
requests, makes sure that other staff (modules) are ready to sérve you. It is also the bus boy, as it cleans

the tables (memory, cache, modules) and clears them for new customers.

So basically o web server is the software that receives your request 10 eccess a web page. It runs a few
security checks on your HTTP request and takes you to the weh page. Depending on the page you have
requested, the page may ask the server to run a few extra modules whilc generating the document to

serve you. It then serves you the document you requested. Pretty awesome isn't il
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How to Install and Configure DNS Server in Linux
Domain Name Service (DNS) is an internet service that maps [P addresses to fully qualificd domain names
(FQDN) and vice versa.

BIND stands for Berkley Internot Naming Daemon.
BIND is the most common program uscd for maintaining a name secver on Linux.
In this tutorial, we will explain how ta install and configure a DNS server.

If you are new to DNS, you shoutd first understand the_fundamenials of DNS and how it works.

1. Network Information
In this tutorial, we are going to setup & local DNS secver for the network shown in the below diagram.

We'll use “thegeskstulf.net™ domain as an eaiample for this DNS installation. “mail”, “web", “ns™ are the hosts
that resides within this domain.

It is possible to configure a single system to act as a caching name server, primary/mastcr and sceondary/slave.
We will configure this DNS as a Primay/Master as well as Caching P‘NS server. :

We'll be installing DNS server on *'1 0.42.0.83% -

£
Ey

o @apmay se b W AT R M wW I, W, .
. -n

n Redha e do the following:

- ——— - ———— W S
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i nstall bind9

All the DNS configurations are stored under fete/bind directory. The primary configuration is
ind/named.conf which will i ther needed iles. The file named /ete/bind/db.root deseribes the roq(
pameservers in the world,
3. Configure Cache NameServer ;
i S8 tlime wi

The job cachinp se " )
samg query s given, it will provide the response from the cache. The cache will be updated periodically,
Pleasc noto that even though you can configure bind to work as a Primary andas a Caching server, jtis not
advised to dg so for security reasons. Having a separate caching server is advisable

All we have to do t he NameServer is to add you Service Provider
or any OpenDNS secver to the file /ete/bind/named.conf.options. For Example, we will use google’s public DN
servers, 8.8.8.8 and §.8.4.4, : 5 ey 3

Uncomment and edit the following line as shown below in /cte/bind/named.conf.options file.

L R—

- - eww - - L R T TR T e g

- forwarders {

After the above change, restart the DNS server,

4omre cemeremas 8 e s es s wrEmemae ¢ e . .
-

| 3.sudo service bind9 restart o

-

4, Test the Cache NameServer
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- e

“ : u is “ns" o repl

ave a *'." gt the end.

xt, define the A record for the domai i .
i s h ps hiostrame to [P
and record will tel) the mailserver to us : e one wi me to [P

Once the changes are done, the /ete/bind/db thegecksty fTnet file will look like the n

| STTL_ 604800
@_IN SOA ns.thegeekstuffnet, lak.localhost. ( -

1024 _ : Serial

604200 _ : Refresh

86400 :Retry

T 2419200 : Expire
604800) :Nepative Cache TTL

@_IN NS ns.thegeeksiuffnet.
| thegeskstuffnet. IN__MX 10 mail.thegeekstyffinct.

1 nsN_A_10.42,083
| web N A 10.42.080

[imailINA 1042070

6. Build the Reverse Resolution for Pdmary/Master NameScrver

he details which are necessary for reverse resg!g;]qn_;p_mp_ﬂle fete/bind/db.10. Copy the file
db. 127 to letc/bind/db. |

a
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$ sudo cp Jete/bind/db.127 fere/bind/dh, 10

b
. e

edit the /e /i d basically. changing the same options s /stc/bind/db.thegeekstufT.net
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.83 IN Wﬁns.thggcckﬁlgff,gg;, , e
| _ .
: J stultnet
' 80_IN PTR web.thegeekstull.ngt, .

- L S .
Whenever you are modijfyi e fite db.t ecdtoi “Séfal" nu

purber appropriately,
Finally, restart the bind9 service;

su rvice bind9

msil theoeelstufTnet from web.thegeekstuff.net.
If the ping is success, then we have con ﬁgufcd the DNS successfully.
- al ¢ nslookup and di DNS servers,

\

eckstuff.net serve llowi g;_q!e!dresolvg f '
ML(L_ZME
hepeekstufTne i 1shou d resolve the address appropriatel rver (b
mmﬁgmsé, :
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